Software Firewalls

McAfee.com Sygate

Personal McAfee Norton Personal Tiny

Firewall Internet Internet Firewall Personal ZoneAlarm
W YES [INO Plus 4.1 Security 5.0 Security 2003 PRO 5.0 Firewall 3.0 Pro 3.1
List price $39.95 $69.99 $69.95 $39.95 $39.00 $49.95
SETUP AND HELP \
Online security information | ] | ] | | | | | | |
User can configure apps with predefined Internet access levels | Il | | | | | ||
Can scan for Internet applications O | ] | | O [ | O
Automatic updates | | | | | | O u
Can block outbound traffic || | | | ] || | ||
Security levels available 3 3 3 3 7 3
Password-protected security settings | | | | | | || O ||
Protects e-mail attachments O O | O | | |
Application security control O O [ | O | ||
Detects and blocks port scans | ] | | | | O |
Supports NAT/VPN HE | ] | | ] | | ] | [ 1| [ ] |
Can halt all Internet traffic | ] | | | | O |
Behavior-/signature-hased malicious activity detection | I | | | | | | mO ||| |||
Trusts address groups based on IP/subnet/range EEE HEE EEE EEN ood EHEE
User can set times of operation O | | O || O O
Can block/limit ICMP traffic (such as ping) [ ] | | ] | [ ]| HE I [ ] |
Monitors modified Windows shares/start-up files/Registry oogd EEN ood [ 1 ] | HER Omm
Blocks source of detected attack I I I I D I
Can quarantine active content in a sandbox
Color-coded/audio/e-mail alerts HOO HEO HE] HEE || HE
Visual trace | ] | | | O O |
Tray icon shows alerts/traffic/firewall disabled HONE HONE HONE [ 1 ] | HON HEN
Link to Web info after alert ] ] | O [ | | |

“locaiNG aND TRaciNG e T
Logs date/severity of last attack [ J | | | | [ J | [ § | [ ] | | ] |
Logs number of hack attempts/network information HE | | | | | | | | | HE | | |
Logs malicious activity | | | || | | | | | ]
Packet filtering/Connection-state monitoring I | I [ | I | | I | | I | | HE
Can back-trace to hacker’s origin | |
_

Suite available/integrated interface CIN/A CIN/A CIN/A CIN/A
Parental control | I I d O O
Filters ActiveX content/Java applets/cookies ood HE[ HEE odoa EHEE HEE
Virus scanning/table updates CIN/A | | | | | | CIN/A CIN/A CIN/A
Detects malicious e-mail scripts O | | | | O | |
Blocks banner ads/pop-ups [l | ] | | ] | oo OO [ ] |

RED denotes Editors’ Choice. N/A—Not applicable: This feature is found only in suites.



